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Review Article

human centered digital transformation.

Integration.

The emergence of Avrtificial Intelligence (Al) is transforming higher education globally by driving innovation, efficiency, and digital
security. Yet, universities owned by Lagos State in Nigeria such as Lagos State University (LASU), Lagos State University of
Education (LASUED), and Lagos State University of Science and Technology (LASUSTECH) remain behind in adopting Al for
effective governance and cybersecurity protection. This position paper argues that the strategic integration of Al offers a practical
pathway for improving administrative operations, safeguarding data, and enhancing academic delivery in Nigerian higher education.
The objective of this paper is to present Al as a catalyst for educational transformation and as a sustainable solution to growing
cybersecurity threats. It emphasizes the role of Al in ensuring data integrity, transparency, and resilience across academic and
administrative structures. The implications reveal that Al can modernize university management, support ethical digital governance,
and foster student centered learning environments. However, implementation faces major challenges including poor digital
infrastructure, limited Al literacy, low funding, ethical concerns, and fear of job displacement. The paper concludes that successful
Al adoption in Lagos State universities requires visionary leadership, ethical foresight, and inclusive digital policies. It recommends
the establishment of a Lagos State Artificial Intelligence in Education Policy, investment in infrastructure, continuous capacity
building, and the creation of Al research centers. Through these measures, Lagos State universities can achieve secure, efficient, and
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Introduction

The cyber revolution of higher education in
universities is progressing very rapidly globally,
driven by advances in Artificial Intelligence (Al) and
data analytics. Nigerian universities, even those
belonging to Lagos State, however, remain behind in

applying Al for effective governance, data
management, and cybersecurity. Universities are no
longer secure from cyberattacks, which encompass
data breaches, ransomware, and phishing that
compromise student information, research data, and
administrative systems (Okolie & Nwosu, 2024).

Dairo, T. S., Shittu, T. O., Beyioku, J. B., & Odekunle, Q. B. (2025). Transforming university education
through usage of artificial intelligence (Al) in Lagos State owned universities: Panacea for data-driven 29

approach to curb menace of cyber security. ISA Journal of Arts, Humanities and Social Sciences, 2(6), [29-36].



https://isapublisher.com/isajahss/
file:///B:/ISA%20Publisher/Reday%20ISA/Arts%20ISA/Published/office.isapublisher@gmail.com

ISA Journal of Arts, Humanities and Social Sciences (ISAJAHSS) | ISSN: 3049-1827 | Volume 2 | Issue 6 | 2025

Here, Al offers a robust means of enhancing
institutional resilience and data integrity. Al systems
can flag unusual digital activity, detect potential
cyber-attacks before they become too intricate, and
provide predictive analytics for decision-making.
Hence, the integration of Al into Lagos State-owned
institutions can bring both academic innovation and
cybersecurity protection.

Artificial Intelligence (Al) has evolved from a
theoretical concept into a transformative force that
now underpins almost every aspect of global life
from communication and commerce to healthcare
and education. In university education, Artificial
Intelligence represents not merely a technological
advancement but a paradigm shift that reshapes
teaching, learning, and research practices. In the
context of Nigeria, Artificial Intelligence offers
unprecedented opportunities to address systemic
inefficiencies that have long hindered higher
education: inadequate infrastructure, administrative
bottlenecks, poor funding, and limited access to
quality educational resources. According to
Adelakun and Adebayo (2020), Artificial
Intelligence has the potential to bridge these gaps
through automation, intelligent data analysis, and
enhanced decision-making. Nigerian universities,
which often face overcrowded classrooms and
uneven student-teacher ratios, can particularly
benefit from Al-powered adaptive learning systems
that personalize educational content and provide
continuous  feedback. Student analytics to
administrative automation, Artificial Intelligence is
transforming the operations of institutions. Yet,
Nigerian universities like Lagos State-owned
institutions like Lagos State University (LASU),
Lagos State University of Education (LASUED), and
Lagos State University of Science and Technology
(LASUSTECH) have not maximally leveraged the
power of Artificial Intelligence in academic and
administrative reform. According to Shittu, Yekinni
and Adedapo (2022), university is a citadel of
learning where teaching, research, and community
service are implemented for academic excellence.

In parallel, the cybersecurity threat is ongoing in
destabilizing institutions. Tertiary institutions are
exposed more to phishing, ransomware, data breach,

and insider threats (Okolie and Nwosu, 2024).
Nigerian universities witnessed more than 73 percent
with at least one cyber-attack from 2022 to 2024, as
reported by the Nigerian Communications
Commission (NCC, 2024). The need to leverage
Artificial Intelligence in enhancing cybersecurity
and supporting data-driven learning in Lagos State-
owned universities thus becomes urgent. This paper
places Artificial Intelligence as a strategic tool for
overcoming the mounting danger of cyber-attacks as
well as enhancing the quality and sustainability of
university learning.

Beyond efficiency, however, Artificial Intelligence
also introduces a humanizing dimension to education
one that focuses on empathy, personalization, and
inclusivity. As Luckin (2019) emphasizes, the goal
of Artificial Intelligence in education is not to replace
teachers but to enhance their ability to support
diverse learners. The growing importance of
Artificial Intelligence in Nigeria’s education system
reflects a broader global trend toward digital
transformation, where data-driven ecosystems are
central to innovation. Yet, the journey toward Al
integration in Nigerian universities is not without
challenges. Limited digital literacy among educators,
poor infrastructure, unreliable internet connectivity,
and ethical concerns about data privacy remain
significant obstacles (Ogunbanjo & Alabi, 2023).
These barriers necessitate a human-centered
approach that considers the socio-cultural, ethical,
and infrastructural realities of the Nigerian context.
This paper, therefore, explores the transformative
potential of Al in Nigerian higher education,
emphasizing its role in fostering cybersecurity
resilience, promoting administrative efficiency, and
humanizing learning  through  empathetic
technological systems.

Despite the recognized global potential of Artificial
Intelligence in transforming higher education, its
adoption and integration remain very limited across
Lagos State-owned universities. Most institutions
still depend on manual administrative systems,
leading to inefficiencies in student record
management, examination processing, and feedback
delivery. Additionally, poor digital infrastructure,
low digital literacy among staff, and inadequate
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funding hinder the implementation of Al-driven
educational tools.

Another major challenge is the ethical and cultural
hesitation toward automation. Many lecturers and
administrators perceive Al as a threat to job security,
while concerns about data privacy, algorithmic bias,
and system reliability persist. As a result, Lagos State
universities risk lagging behind in digital
transformation and may continue facing issues of
overcrowded classrooms, poor academic planning,
and low responsiveness to students’ learning needs.
There is therefore an urgent need to examine how
Artificial Intelligence can be strategically adopted to
enhance university performance and foster
sustainable educational development in Lagos State-
owned universities.

Implication of Artificial Intelligence

This indicate that Artificial Intelligence holds
immense potential to enhance teaching, learning,
research, and administration within Nigerian
universities. Literature reviewed demonstrates that
Al-powered tools such as intelligent tutoring
systems, automated grading platforms, and adaptive
learning environments improve student engagement,
learning outcomes, and institutional efficiency (Chen
et al., 2020). In Nigerian institutions, where high
student-to-teacher ratios and outdated curricula are
common, Al can enable real-time feedback loops and
personalized learning pathways. For example,
chatbots powered by natural language processing
(NLP) could provide academic support to students
after hours, reducing faculty workload while
maintaining engagement.  Administratively, Al
offers universities powerful tools to manage
admissions, grading, and budgeting more efficiently.
As Eze et al. (2021) observe, automation in
administrative functions promotes transparency,
reduces errors, and enhances accountability.
Predictive analytics can help identify at-risk
students, enabling timely interventions to prevent
dropouts a persistent issue in Nigerian higher
education. On a strategic level, Al-driven analytics
can also support evidence-based decision-making,
improving policy formulation and institutional
planning.

From a cybersecurity perspective, Al’s predictive
capabilities are particularly transformative. Afolabi
and Aderibigbe (2022) highlight that machine
learning algorithms can detect network anomalies,
anticipate data breaches, and neutralize threats
before they escalate. In a digital education
environment increasingly reliant on cloud-based data
storage, these capabilities are vital for protecting
academic integrity. However, the reliance on
Artificial  Intelligence also introduces new
vulnerabilities such as algorithmic bias, data privacy
violations, and over-dependence on automated
decision systems. Addressing these requires robust
regulatory frameworks, transparent data governance,
and continuous ethical oversight. Nigeria’s higher
education authorities must therefore adopt a
proactive stance toward Artificial Intelligence
regulation, ensuring the balance between innovation
and security.

The Menace of Cybersecurity in University
Education

Cybersecurity menace in universities is growing in
complexity and scale. Universities host massive
databases containing sensitive student, staff,
financial, and research information that make them
attractive targets for cyberattacks (Okoro and
Nwachukwu, 2022).

Major Cybersecurity Menaces in Universities:

i. Data Breach and Identity  Theft:
Unauthorized access to  confidential
academic and administrative data.

ii. Ransomware Attack: Encryption of
institutional data with ransom demands for
release.

iii.  Phishing and Social Engineering: Deceptive
tactics to steal user credentials or sensitive
information.

iv.  Malware and Network Intrusion: Infiltration
of e-learning platforms and digital
examination systems.

v. Intellectual Property Theft: Unauthorized
access to research data and scholarly
publications.
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The consequences of these attacks are severe,
including interruption of academic activities, erosion
of trust, financial loss, and reputational damage. The
Nigerian Communications Commission (NCC,
2023) reports that more than 60 percent of
universities in Nigeria have suffered one or more
cyber incidents in the last five years, with Lagos
State universities being among the most affected due
to their extensive digital operations.

Ethical and Cultural Considerations

Acrtificial Intelligence technologies in education must
be contextualized within Nigeria’s diverse cultural
and ethical landscape. The deployment of Al-driven
systems interacts with cultural norms, language
diversity, and varying levels of digital literacy. Many
Nigerian educators and students remain skeptical
about automation, perceiving it as a threat to
employment and academic authenticity. To mitigate
these perceptions, Benade (2022) recommends
embedding humanistic principles in Artificial
Intelligence design, including empathy,
transparency, and  accountability.  Aurtificial
Intelligence should serve as a culturally responsive
partner that complements traditional teaching
methods rather than undermines them.

Ethical considerations also revolve around data
ownership, algorithmic fairness, and consent.
Ogunbanjo and Alabi (2023) emphasize that without
clear policies, Artificial Intelligence systems could
exacerbate existing inequalities by privileging those
with greater digital access or reinforcing biases in
data-driven  assessments. A human-centered
Artificial Intelligence approach must therefore
incorporate ethical design standards that ensure
fairness, inclusivity, and cultural sensitivity. This can
be achieved by involving educators, policymakers,
and students in Artificial Intelligence governance
structures, thereby promoting collective
responsibility and trust. The development of national
ethical guidelines for Artificial Intelligence in
education, modeled after global best practices such
as UNESCO’s Recommendation on the Ethics of
Artificial Intelligence (2021), would serve as an
essential step toward equitable and ethical adoption
in Nigeria.

Challenges of Artificial Intelligence in Lagos
State—Owned Universities

The adoption of Artificial Intelligence (Al) in Lagos
State-owned universities is faced with severe
institutional, infrastructural, and human capacity
challenges that undermine its  successful
implementation.

I.  Poor Digital Infrastructure: Despite Lagos
being Nigeria's commercial and
technological hub, the majority of state-
owned universities such as Lagos State
University (LASU) and Lagos State
University of Education (LASUED) still
grapple with unstable internet connection,
epileptic  power supply, and sparse
availability of high-performance computing
facilities. These infrastructural deficits
militate against the attempts at utilizing Al-
based teaching and  administrative
applications on a sustainable scale.

ii. Low Digital and Artificial Intelligence
Literacy among Staff: Another major
challenge is the low digital and Artificial
Intelligence literacy of lecturers and
administrators in using Al-based learning
management systems. Most academic staff
are trained in traditional methods of teaching,
with little to no exposure to data analysis or
machine learning applications. This digital
divide slows down the integration of
Artificial Intelligence into basic educational
and research processes.

iii.  Poor Funding and Budgetary Limitations:
Lagos State-government-owned universities
depend heavily on government subventions.
Funding, however, is typically not sufficient
to  maintain  Artificial Intelligence
infrastructure, specialized training, and
research. Prohibitive costs of procuring
Artificial Intelligence software, powering
data centers, and establishing ICT
laboratories are a persisting budgetary
limitation.

Iv. Ethical and Data Privacy Concerns: Without
robust ethical frameworks or data protection
laws, universities can expose students' and
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employees' personal data to exploitation.
Insufficient clear regulatory oversight can
lead to algorithmic bias and unethical use of
data.

v. Resistance to Technological Change: Both
academic and administrative staff perceive
Al as a threat to academic or job security.
This type of cultural and psychological
resistance slows down the acceptance and
usage of Artificial Intelligence tools for
teaching, learning, and administration.

Menace of Artificial Intelligence in Lagos State—
Owned Universities

While Al brings innovation, it also promises
endangered risks if not properly handled or ethically
deployed:

I.  Fear of Job Displacement. Artificial
Intelligence automation in exam grading,
record-keeping, and administrative duties
may reduce the need for certain kinds of
personnel, generating fear and resistance
among employees.

Il.  Algorithmic Bias and Inequality: Artificial
Intelligence algorithms learning from biased
data may lead to discriminatory outcomes in
student evaluation or admissions, reinforcing
social and academic disparities.

I1l.  Loss of Human Touch: Excessive
dependence on  Al-powered teaching
assistants and chatbots may undermine the
human relationship between lecturers and
students, lowering the empathy and guidance
at the heart of human-centered education.

IV. Digital Surveillance and Ethical Hazards:
Certain Artificial Intelligence tools might
monitor  students'  online  activities
excessively, compromising privacy and
potential violations of ethical practice.

V. Reliance on Imported Technologies: Lagos
universities rely mainly on imported
Avrtificial Intelligence tools, promoting long-
term dependency and limiting local
innovation possibilities. This reliance could

adversely affect Nigeria's technological
sovereignty in higher education.

Artificial Intelligence as a Panacea to
Cybersecurity Challenges

Artificial Intelligence stands as a practical and
sustainable panacea to the growing cybersecurity
menace. By leveraging machine learning, natural
language processing, and deep learning algorithms,
Artificial Intelligence provides intelligent and
automated defense mechanisms against cyber
threats.

i.  Predictive Analytics and Threat Detection:
Artificial Intelligence systems can analyze
large volumes of digital activity to detect
anomalies or potential threats before an
attack occurs. Predictive analytics allows
Lagos State universities to identify early
warning signs of ransomware, phishing, or
insider threats, enabling timely intervention.

ii. Intelligent  Authentication and Data
Encryption: Artificial Intelligence enhances
user authentication and encryption by
employing biometric verification such as
facial and voice recognition. These
intelligent  systems ensure that only
authorized individuals gain access to
sensitive databases, reducing risks of identity
theft and unauthorized logins.

iii.  Automated Cyber Response: Machine
learning models can autonomously respond
to detected threats in real time. For instance,
an Al based system can isolate infected
networks, quarantine suspicious files, or
block malicious Internet Protocol addresses
without the need for human intervention.

iv.  Data Governance and Ethical Management:
Artificial Intelligence strengthens data
governance by promoting transparency and
evidence-based decision making. Data driven
governance enables administrators to identify
potential vulnerabilities, improve operational
efficiency, and make informed strategic
decisions regarding digital infrastructure.
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Panacea in the Artificial Intelligence in Lagos
State Owned Universities

To fully harness the potential of Artificial
Intelligence in Lagos State owned universities,
targeted and strategic interventions are necessary:

I.  Establishment of a Lagos State Artificial
Intelligence in Education Policy (LSAIEP):
The Lagos State Ministry of Tertiary
Education should formulate a comprehensive
Al policy framework that outlines standards
for ethical use, data governance, capacity
development, and institutional
accountability.

ii.  Strengthening Digital Infrastructure: The
state  government  should  prioritize
investment in high-speed internet
connectivity, stable electricity supply, and
modern ICT laboratories across all state-
owned universities.

iii.  Capacity Building and Digital Skills
Training: Continuous professional
development programs should be organized
to equip lecturers, administrators, and
students with Artificial Intelligence literacy
and digital competence (Holmes et al., 2021).

iv.  Public—Private Partnerships (PPP):
Collaboration  between  Lagos  State
universities and private tech companies can
support innovation, research funding, and
access to Artificial Intelligence tools (World
Economic Forum, 2023).

v. Ethical and Cultural Integration: Artificial
Intelligence  applications  should  be
contextualized to Lagos’s socio-cultural
realities. Universities should set up Artificial
Intelligence ethics committees to ensure
fairness, inclusivity, and respect for local
values (Benade, 2022).

Conclusion

Artificial Intelligence offers Nigeria’s higher
education system a historic opportunity to reimagine
its role in national development. When applied
thoughtfully, Artificial Intelligence can modernize

learning environments, strengthen cybersecurity, and
humanize education by emphasizing empathy and
inclusivity. However, this transformation must be
guided by ethical foresight, robust governance, and
cultural sensitivity. The path forward lies not in
wholesale technological adoption but in strategic
integration where Artificial Intelligence
complements human intelligence rather than replaces
it. Nigerian universities must, therefore, embrace
Artificial Intelligence as a catalyst for human-
centered digital transformation. By doing so, they
will not only improve educational outcomes but also
cultivate a generation of digitally literate, ethically
grounded graduates ready to thrive in the Al-driven
global economy.

Recommendations

Drawing from the above analysis, the following
recommendations are proposed for Lagos State—
owned universities:

I.  Policy Framework Development: The
Lagos State Government should enact
a unified Artificial Intelligence in
Education Policy to  guide

implementation, ethics, and
compliance  across all  state
universities.

Il.  Increased Funding for Artificial
Intelligence Infrastructure: Special
budgetary allocations should be made
for Artificial Intelligence
infrastructure,  digital innovation
hubs, and maintenance of ICT
resources.

I1l.  Capacity Enhancement. Mandatory
Artificial Intelligence literacy and
training  programs  should be
introduced for lecturers,
administrators, and students.

IV.  Establishment of Artificial
Intelligence Research and Innovation
Centers: Lagos State universities
should create dedicated Al research
centers focusing on local educational
problems, ethical Acrtificial
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Intelligence, and sustainable digital
transformation.

V. Data Protection and Governance:
Adoption of data protection policies
in line with Nigeria’s Data Protection
Act (2023) should be enforced to
safeguard institutional data.

VI.  Adaptive Authentication:  Multi-
factor authentication based on real-
time Al risk level assessment.

VII.  Al-Powered Firewalls: Intelligent
firewalls that self-refresh  with
updated malware signatures.

VIIl.  Cybersecurity Training Bots: Al-
based simulations to train employees
and students against phishing and
attacks.
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